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What is social media?
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Vite, kolik oficialnich iétu na socialnich sitich ma Vase spoleénost?
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Mate prehled o tom, jak a komu je pridélovan pristup ke spravé
téchto siti?
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Ma Vase spolec¢nost definovana pravidla a podminky komunikace
a spravy socialnich siti?
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Vyuziva Vase spolecnost pii spraveé socialnich siti outsourcing?
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Vite jak a kym jsou uchovavana data z komunikace na téchto
sttich?
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Probéhl u vas v poslednich 3 letech audit v oblasti procesu externi
komunikace, spravy socialnich siti, ¢i obecné rizent reputacniho
rizika?
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Social media risk factors

» Access controls
» External threats
 Sharing of confidential

information

* Inappropriate communications

» Negative impact to the brand

* Loss of customer and / or investor
confidence

Reputational

PwC

Information
Security

+ Stock price decline

. . - Crisis management / Remediation efforts
Financial

+ Lack of good governance
leading to:
— Reduced employee
productivity
Operational — Loss of competitive
advantage
— Insufficient moderation
leading to poor content

Regulatory /

Compliance

* Compliance with self-regulatory frameworks
» Compliance with regulatory frameworks

+ Data retention



|
British Petroleum
Activists create fake BP account to poke fun at BP

PwC

Please do NOT take or clean any oil you
find on the beach. That is the property of
British Petroleum and we WILL sue you.

* BPGlobalPR

BP Public Relations

The ocean looks just a bit slimmer today.

Dressing it in black really did the trick!
#bpcares

Q”" BPGlobalPR

BP Public Relations

Jelly beans, roller coasters, pizza and
trampolines. Without oil, none of these
would exist. Just something to think
about. #prayforBP

O‘” BPGlobalPR

BP Public Relations

If we had a dollar for every complaint
about this oil spill, it wouldn't compare
to our current fortune. Oil is a lucrative
industry!

“"" BPGlobalPR

BP Public Relations
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The Associated Press
Twitter hack
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Bohuslav Sobotka — Czech Prime Minister

Twitter hack
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e

Bohuslav Sobotka 7:SiavekSobotka - 7m
Uprchlici jsou invazni armadal Téch par Zen mezi nimi to jsou jen matky
budoucich teroristl. VSichni co jim pomahaji pod gilotinut

)
£

Bohuslav Sobotka SlavekSobotka - 9m View transiation &
Kdo podporuje uprchliky, podporuje terorismus! white-
media.info/kdo_podporuje_...

Bohuslav Sobotka & SiavekSobotka - 10m
Gang vlastizradca u mocil Euroterorl Cesko povstaril

$°7 ® 1 000

Bohuslav Sobotka SiavekSobotka - 11m
Pravdolaskonenavist! white-media.info/levicacka_lask. ..

ey

Bohuslav Sobotka @ SlavekSobotka - 12m
youtube.com/watch?v=uCsMNK. ..

o1 & s View media
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Vesela Krava Comment moderation failure

PwC

"Malym duchiim se nechtélo strasit
a 3li se radéji houpat."

To se mllibi | Pfldat komentar

“= Veselakrava

i?z Syr a Kfup je jediné jidlo, ve kterém se va3e d&ti budou 3tourat rady. A napadne je u toho
spousta prfb&ha. Napite nam do komentara n&jaky. Ty nejlepsl odmé&nime.
hitps//www.facebook.com/veselakrava/app_425361717642008

To se mi libf - Pfidat kome

ar - Sdflet - 14 ho

) To se libf 304 uZivatelam. Nejvic relevantni -

& Sdfleno: 28x

Album: Fotky na Timeline
Sdfleno s: @ Vefejny

Otevtit prohiizet fotek
Stanhnout
VioZit prispavel

Nahlasit fotku

.

f

Barbora Hunéovska Tele je v mié&ném pramyslu pouhy odpad a skonéi
podfezané na jatkach. Na tom nic veselého nenl.

Fotografie z teského chovu.

(Spréavci stréanky, jak diouho to tu nechate, nez to zmizi?)

E5H]

To se mi libf - Odpovédét - ¢ 10 - Pfed 56 minutami - Upraveno

Marle Sebestova A zde j& misto pribehu realne kratke video, ktere ukazuje
pravdu a skutecnou cenu mleka, neceho, co lidske telo nejen nepotrebuie,
ale dokonce mu neprospiva... hitps://www.youtube.com/watch?
v=k7y8hqgT5Jk
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" American Apparel
4th of July celebration

PwC
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American Red Cross

Mix up with corporate / personal accounts

PwC

% % American Red Cross

== 8
ey @RedCross

Ryan found two more 4 bottle
packs of Dogfish Head's Midas
Touch beer.... when we drink we
do it right #gettngslizzerd

HootSuite

We've deleted the rogue tweet but rest
assured the Red Cross is sober and
we've confiscated the keys.

* } RedCross

==y American Red Cross

16



|
HMV
HMYV X Factor Firing
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hmv = hmvtwes
Just overheard our Marketing Director (he's staying, folks) ask "How
do | shut down Twitter?" #hmvXFactorFiring

hmv = nvtweat

Sorry we've been quiet for so long. Under contract, we've been
unable to say a word, or -more importantly - tell the truth
#hmvXFactorFiring

hmv Vtwe c
There are over 60 of us being fired at once! Mass execution, of loyal
employees who love the brand. #hmvXFactorFiring

hmv Vtwe
We're tweeting live from HR where we're all being fired! Exciting!!
#hmvXFactorFiring




" RBC

Example of monitoring of posts

PwC

‘=o' Josh Rogers ‘ W Follow |
@JRog55 Ml i

@RateSpy | received a quote from RBC for a five year
fixed rate at 2.89% yesterday. That seems a little high to

me. Should | push for lower?
3:01 PM - 29 Jan 2015

« 9 9

RateSpy.com W Follow
@RateSpy S

.@JRog55 Your value to the bank, strength as a borrower
& negotiating are key. For a strong client, 2.89% is no
longer attractive

4:24 PM - 25 Jan 2015 - Canada, Canada

« 93 9

‘o' Josh Rogers W Follow
@JRog55 S ——

@RateSpy | have numerous accounts and investments
with RBC. Probably going to lose me as a client
5:12 PM - 29 Jan 2015

« 923 9

%ﬁ\kkl;gg v W Follow
s . ]

@JRog55 We don't want to see you go, Josh. Please DM
us your ph# & a time you'll be available to chat about
options. Thx! AS

5:54 PM - 29 Jan 2015

« 93 9
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HSBC
Deal with the thickhead

1HSBC_UK Hey now | can't log into online banking is this because the
card is suspended? How am | going to report this? Why did you
suspend?

& View conversaton

WHSBC_UK But | only sent my information strictly to HSBC, so you
‘ could help me out. So it must be someone within HSBC who's done
it?2?2??

3

View conversation

Jan 14
YHSBC_UK How do | report this? It's fraud isn't it?

“ ™ 2 5 500 View conversaton

v

Jan 14
HSBC_UK Hi, there's 12 pending transactions on my acc - how can
this happen? Only gave details to u so must be the person handling

[ g’lJ

twitter?
SN L3 2867 css View conversaton
.& DHSBC_UK hi my debll card iIsn't working no ns_
. exp Il cVCIl cant withdraw cash can you help please? Pin no
is I
-~ t3

PwC

B Edd Gent follov
o HSBC UK Help HSBC _UK_Help - Jan 14
HS‘-‘BC I B c:n you confirm you have seen our tweets and that
you've contacted us to cancel your card. *SLH

View conversation

< HSBC UK HSBC UK - Jan 14
HSBC The number for reportmg unrecognised transactions is 03456
002 290.
View conversation
P HSBC UK Help HSBC_U} I n 14
HSBC Hi - please delete the tweet with your card details on

immediately and contact us straight away by telephone. “SLH

View conversation

‘& @HSBC_UK Hi, there's 12 pending transactions on my acc - how can this
e happen? Only gave detalls to u so must be the person handling twitter?

View conversation
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| Starting bank run through social media — Kenya

« Chase Bank Kenya Ltd. being placed under
creditor protection by the East African
country’s regulators

« Central Bank of Kenya Governor said
“malicious comments” on social networks
including WhatsApp Inc. were part of
the reason the lender was placed under
receivership.

PwC



| Starting bank run through social media —Venezuela

 Venezuelan authorities have arrested two

people, accusing them of trying to po l SNezy,

destabilize the country's banking sector by rup Ice arre

posting "malicious” rumors of a bank run By F UInOrs y tWO y

on Twitter Ky Wit
[+ " tey

 Luis Enrique Acosta Oxford, posted
on June 30, "People, so that you don't say
I didn't warn you, pull your money out

of Banesco today, there aren't many days
left."

PwC
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Starting bank run through social media — Latvia

 More than 10,000 Latvians rushed to
withdraw money from their accounts after
someone tweeted a rumour that Swedish
bank Swedbank was teetering on the brink
of financial collapse.

« According to the Latvian Commercial
Bank Association, up to 24 million Lats
(Eur 34 million) had been withdrawn by
Monday, which accounted for
approximately 1.5 per cent of all deposits
in the bank.

PwC
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Internal audit approach — Assessment of maturity
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Initial

The organisation has
recognised the risks of
social media, however,
there are no
standardised processes
and any risks are
managed on and ad-hoc
basis.

Repeatable

Social media has a clear
owner, however, it is not
being managed through
standardised processes.

There is no formal
training nor procedures
being followed.

Defined

Social media has a clear
owner.

Simple processes are
defined and documented
but are not consistently
followed or enforced.

Formal training is
available and attendance
monitored.

Managed

Accountability and
ownership is clearly
defined.

Robust processes are
defined, documented
and monitored.

Management tools are
used in a limited or
fragmented way.

Processes are regularly
reviewed and improved.

Formal training is
available and attendance
monitored.

Social media and its
impact is a board-level
agenda which permeates
through the
organisation.

Processes and policies
are defined,
documented, monitored
and reviewed regularly.

Systems are in place to
manage social media and
interactions are reviewed
and tracked.

A comprehensive
incident management
and escalation process is
defined and is regularly
tested.

Reporting is aligned to
business strategy.
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Social media governance

PwC

Regulatory/
Compliance
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Internal audit approach

® Identify social media platforms used
and identify owners

® Understand and the social media
governance approach and structure

® Review the content and security
controls

® Testtechnical controls

PwC
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Thank you!

o1

o Growing
Vadim Benes e 02
. . . o . awareness
Internal Audit Services - Social Media Risk Developing
and Governance Group a social media
strategy
vadim.benes@cz.pwc.com 03
m https://www.linkedin.com/in/vadimbenes T Measuring

compliance .
your social

media
maturity

o7

Understanding
the competitive
landscape and

bringing 7o) 4

insight

Developing

enduring, agile
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