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What is social media? 

• Between 250–300 social media platforms 
currently active 

• Approx. 2,3 billion users 

• 80% of internet users use social media 
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Víte, kolik oficiálních účtů na sociálních sítích má Vaše společnost? 
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Máte přehled o tom, jak a komu je přidělován přístup ke správě 
těchto sítí? 
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Má Vaše společnost definována pravidla a podmínky komunikace 
a správy sociálních sítí? 
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Využívá Vaše společnost při správě sociálních sítí outsourcing? 
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Víte jak a kým jsou uchovávána data z komunikace na těchto 
sítích?  
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Proběhl u vás v posledních 3 letech audit v oblasti procesů externí 
komunikace, správy sociálních sítí, či obecně řízení reputačního 
rizika? 
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• Stock price decline 
• Crisis management / Remediation efforts 

• Lack of good governance 
leading to: 
– Reduced employee 

productivity 
– Loss of competitive 

advantage 
– Insufficient moderation 

leading to poor content 

• Compliance with self-regulatory frameworks  
• Compliance with regulatory frameworks 
• Data retention 

• Inappropriate communications 
• Negative impact to the brand 
• Loss of customer and / or investor 

confidence 

Risk Factors 

Financial 

Operational 

Regulatory / 
Compliance 

Information 
Security 

Reputational 

• Access controls 
• External threats 
• Sharing of confidential 

information 
 

Social media risk factors 
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British Petroleum 
Activists create fake BP account to poke fun at BP 
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The Associated Press  
Twitter hack  
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Bohuslav Sobotka – Czech Prime Minister 
Twitter hack  
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Veselá Kráva Comment moderation failure 
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American Apparel  
4th of July celebration  
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American Red Cross 
Mix up with corporate / personal accounts 
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HMV 
HMV X Factor Firing 
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RBC 
Example of monitoring of posts 
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HSBC 
Deal with the thickhead 
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Starting bank run through social media – Kenya 

• Chase Bank Kenya Ltd. being placed under 
creditor protection by the East African 
country’s regulators 

• Central Bank of Kenya Governor said 
“malicious comments” on social networks 
including WhatsApp Inc. were part of 
the reason the lender was placed under 
receivership. 
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Starting bank run through social media –Venezuela 

• Venezuelan authorities have arrested two 
people, accusing them of trying to 
destabilize the country's banking sector by 
posting "malicious" rumors of a bank run 
on Twitter 

• Luis Enrique Acosta Oxford, posted 
on June 30, "People, so that you don't say 
I didn't warn you, pull your money out 
of Banesco today, there aren't many days 
left." 
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Starting bank run through social media – Latvia 

• More than 10,000 Latvians rushed to 
withdraw money from their accounts after 
someone tweeted a rumour that Swedish 
bank Swedbank was teetering on the brink 
of financial collapse.  

• According to the Latvian Commercial 
Bank Association, up to 24 million Lats 
(Eur 34 million) had been withdrawn by 
Monday, which accounted for 
approximately 1.5 per cent of all deposits 
in the bank. 
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Internal audit approach – Assessment of maturity  
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Level 1 Level 2 Level 3 Level 4 Level 5 

Initial 
 
The organisation has 
recognised the risks of 
social media, however, 
there are no 
standardised processes 
and any risks are 
managed on and ad-hoc 
basis.  
 
 

 

Repeatable 
 
Social media has a clear 
owner, however, it is not 
being managed through 
standardised processes.   
 
There is no formal 
training nor procedures 
being followed. 
 

Defined 
 
Social media has a clear 
owner.   
 
Simple processes are 
defined and documented 
but are not consistently 
followed or enforced.   
 
Formal training is 
available and attendance 
monitored. 
 

Managed 
 
Accountability and 
ownership is clearly 
defined.   
 
Robust processes are 
defined, documented 
and monitored.  
 
Management tools are 
used in a limited or 
fragmented way.  
 
Processes are regularly 
reviewed and improved. 
 
Formal training is 
available and attendance 
monitored. 
 

Optimised 
 
Social media and its 
impact is a board-level 
agenda which permeates 
through the 
organisation. 
 
Processes and policies 
are defined, 
documented, monitored 
and reviewed regularly. 
 
Systems are in place to 
manage social media and 
interactions are reviewed 
and tracked.   
 
A comprehensive 
incident management 
and escalation process is 
defined and is regularly 
tested. 
 
Reporting is aligned to 
business strategy. 
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Social media governance  
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Social media 
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Internal audit approach  

• Identify social media platforms  used 
and identify owners 

 

• Understand and the social  media 
governance approach and structure 

 

 

• Review the content and security      
controls  

 

• Test technical controls 
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Thank you! 

Vadim Benes  

Internal Audit Services - Social Media Risk 
and Governance Group  

 

vadim.benes@cz.pwc.com  

        https://www.linkedin.com/in/vadimbenes How can 

we help? 

01 
Growing 
board level 
awareness 

02 

Developing 
a social media 
strategy 

03 

Measuring 
your social 
media 
maturity 

04 

Understanding 
the competitive 
landscape and 
bringing 
insight 

05 
06 

07 

08 

Providing support 
for implementing 
a successful 
enterprise  

social network 

Developing 
enduring, agile 
social media 
operating 
models 

Ensuring 
compliance 

Providing 
ongoing 
feedback 
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This publication has been prepared for general guidance on matters of interest only, and does not constitute professional 

advice. You should not act upon the information contained in this publication without obtaining specific professional 

advice. No representation or warranty (express or implied) is given as to the accuracy or completeness of the information 

contained in this publication, and, to the extent permitted by law, PricewaterhouseCoopers Audit, s.r.o., its members, 

employees and agents do not accept or assume any liability, responsibility or duty of care for any consequences of you or 

anyone else acting, or refraining to act, in reliance on the information contained in this publication or for any decision 

based on it.  
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