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Pathfinders: Overview

* The state of the profession

* Pressures present risks and
opportunities

» Parting thoughts
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The State of the Internal Audit Profession Is Strong!

We're doing the best work we've ever done
— Have confidence of our stakeholders
— Addressing a full spectrum of risks

— Forging into new frontiers
« Risk management effectiveness
« Business and strategic risks
« Organizational culture

— QOur value-add is increasingly moving beyond
hindsight to insight and even foresight
%QA“The Institute of
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The Journey Continues...

INTERNALAUDITO

ting You
ting Proce

old Job Burnout

BY THE BOOK

When auditing governance, the best approach
is diplomacy and conformance with the Red Book.

Hindsight

Profile: The World Not-for-profits | Getting to Know ‘ The Auditor’s Role
Bank’s Lapointe-Young | Fight Fraud the PCAOB

[nternal Auditor

in M&As

Successful Social Media: A Career Tying IT Audits to
Outsourcing | Global Conversation | Mapping | Strategic Objectives

Internal

JUNE 2011 INTERNALAUDITORONLINE.ORG GLOBAL PERSPECTIVES ON RISK, CONTROl, AND C
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As auditors devote less time to Sarbanes-Oxley compliance,
avigating
RO I waiting for them.

By assessing how executives
manage risk, auditors can
help ensure smooth sailing
for the organization.
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An Abundance of Pressures

Rising
Stakeholder
Expectations

Increased
Regulatory
Scrutiny

Balancing
Assurance
With Other
Services

Complex
Technology
Risks
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Emerging

Stature of 4 > Volatile Risk
2nd LOD

_ Landscape
Functions

Risks From Emerging
Organizational Talent
Culture Shortage
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Stakeholder Expectations Are Rising

* Boards & audit committees: < Executive management:
« Assurance; insight, no surprises « Assurance; advice, partnering,
value for money

Top risks for audit Top risks for

committees executives Top risks for both

Risk Compliance
management

assurance
Cost/expense

reduction Regulatory

Information

technolo SHECT[
9y business risks

Yet, European internal auditors could be doing better in formally

measuring performance against stakeholder expectations — only 28%
say they do so.

CBOK Practitioner Report, Regional Reflections: Europe, 2015




Regulators Are Raising The Bar

* Heighted regulatory scrutiny means
greater risks

* [nternal audit Is In the crosshairs
too

* Financial regulators see us as

“boots on the ground”
— EXpect greater independence
— Systemic or thematic reviews
— Audit effectiveness of risk management
— Assess organizational culture in banks

* Environmental, health and safety
regulators are likely next FA The Institute of

Internal Auditors




Technology Risks Are More Complex Than Ever

* Technology risks from:

: In E ;
— Cybersecurity 12) utmg? 4
— Mobile technology Out (
_ Social media No audit activity related
_ to employees’ use of
— Cloud computing social media
* The risks are:
— Increasing complex and 1 outof 5
unpredictable No audit activity related

— Integrated Into the fabric of to use of mobile devices
the business

— Difficult to identify and
mitigate

CBOK Practitioner Survey, Regional Reflections: Europe, 2015
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Technology Risks Are More Complex Than Ever

* Internal auditors should:

— Invest time to understand
technology risks — cannot rely
only on IT auditors

— Stay close to IT management
and SMEs who are living
these risks

— Prioritize IT risks — you can't
digest all of them at one time

— Invest in developing skills,
recruiting the right staff, and
outsourcing when necessary %i@drhe Institute of

Internal Auditors




The Risk Landscape Is Volatile

 The good news:

* 91% assess risks
« 85% develop risk-based plans

Yet — CBOK 2015 Revealed We are Not

Yet Auditing at the Speed of Risk
Developed once each year

and not changed during the . 20.7%
year

Developed once each year
and updated 1 or 2 times
per year

Developed once each year

42.6%

and updated 3 or more times 18.2%
per year as risks change
Highly flexible plan matched
to the organisation’s changing 15.3%
risk profile i
Response 20% 40% 60% 80% 100% Frequency
Annual assessment without o
formal updates - o
Annual assessment with

0
periodic formal updates - 3L
Continuous assessment - 21.5%

Approaches to
Continuous Assessment

Use of key risk indicators

Risk assessment “by
walking around”

Identifying risks by
connecting dots from
engagements

Keeping antennae high
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Sources: The Pulse of Internal Audit survey: © 2015 The IIA Audit Executive Center conducted in collaboration with the 2015
Common Body of Knowledge Study, © 2015 The IIA and The lIA Research Foundation. All rights reserved. No part of this data
may be copied, reproduced or otherwise disseminated without explicit permission from The IIA. Note: Q42: How frequently
does internal audit conduct a risk assessment? Q48: What resources do you use to establish your audit plan?




A Shortage of Vital Talent

- Skills Being Recruited

1 Analytical/critical thinking 64%
2 Communication 52%
3 Accounting 43%
4 Risk Management Assurance 42%
5 Information Technology 38%
CBOK Reveals An Evolving Skill Profile
Response 20% 40% 60% 80%100% Frequency
Traditional accounting and
auditing skills el
Knowledge of the business
and industry of the 12.6%
organization
An equal mix of traditional
auditing skills and 51.9%

industry knowledge
Not applicable Ll %@l a The Institute of

Source: The Global Pulse of Internal Audit Survey Conducted in collaboration with the 2015 Common Body of lnternal AUditOl'S
Knowledge Study, © 2015 The IIA and The IIA Research Foundation. All rights reserved. No part of this data may be
copied, reproduced or otherwise disseminated without explicit permission from The IIA.




Culture Is Increasingly the Culprit

* Unhealthy toxic cultures Y Sy,
are often a root cause WS S e,
Gt g F e M T LT T o W e o
« “Culture eats strategy for Ty SEERnTEEE
breakfast” = O Budingin pos
S L
« Make culture a priority: ¢ e .

— Analyze your organization’s
culture — the good, the bad,

the ugly

— Elicit support from audit
committee to include 0 : -
culture as area of focus 8% _Of mternf';ll auc!lt

_ Assess culture on an functions don’t audit
ongoing basis and organizational culture
determine if it's a root
cause in audit findings &) JA The Institute of

i Internal Auditors

Pulse of Internal Audit, 2016. Q6 CAEs/Directors only, North America.




2"d | ine of Defense Stature Is On the Rise

» 2" LOD is proliferating
The Lines are blurring t t t I

Stakeholders:

— Are feeling “oversight fatigue”

— Often fail to differentiate
internal audit’'s value

— Seek combined assurance

Internal audit must: say internal audit is

— Take the lead in coordinating considered the third
and collaborating to minimize line of defense in
duplication and avoid gaps their organizations

— Articulate its unique value

879 of CAEs in Europe
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CBOK Practitioner Survey, Regional Reflections: Europe, 2015




Striking the Right Balance Between Assurance

and Consulting Can Be Daunting

e Assurance is an expectation RViE R0 LRI RIS

- “essential,, Response 20% 40% 60% 80%100% Frequency
- Boards tend to favor eoarcesarespenton | 10.0%
assurance while _ Almost all resources are
management values advice = fewresources are spent e
- Striking the right balance can  {aridsand ™ - 2%
be challenging. Don't Kimost il esorces are spr
become a Toshiba o eyt 28%
* Internal audit should: Al escures e et on -
— Seek to maintain an . I e
appropriate mix of assurance
and consulting
— Communicate with key
stakeholders to strike a
balance
— Ensure transparency with ) :
\ The Institute of
key stakeholders WA nternal Auditors




An Abundance of Pressures
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Beware of Your Comfort Zone

We are doing well in the eyes of
many

But the world is changing too fast
around us to stay comfortable

Embrace growing and emerging
risks

Build relationships and
communication channels with
stakeholders

Complacency is the enemy of
progress

Deliver insight & foresight, not just
hindsight HA The Institute of

Internal Auditors




Thank You!

The Institute of Internal Auditors

Richard F. Chambers, CIA, QIAL, CGAP, CCSA, CRMA
President and Chief Executive Officer
EWN

richard.chambers@theiia.org
tlwitter @RFChambers I
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